INSIDE THE ULTIMA ONLINE CLIENT
- ALPHA CLIENT LEFTOVERS, THE CURSORS

I'm going to describe and try to understand some unused code found in the Ultima Online 2D
clients (and even the Ultima Online Demo).

IDA Pro, a very professional utility, definitely worth buying, Standard version is affordable
Resource Hacker, a free utility to fool around with a program’s resources




NOTE: the client analyzed here is version 5.0.8.3

We start the journey by jumping to LoadCursor and opening the cross-references window:

_nrefs to LoadCursorh i =10O] x|
Dire.. | T.. Addrezz | ™ Test !
llip p Wintdain[xxx®]+3C0  cal  delLoadCursond
lip o Winbdain(x e w]+3C00  cal  dsLoadCursond
llip p sub B3EC20+31B  call en ; LoadCurzond
lliup p sub B3EC20+308 cal  esi;LoadCursord
lliup p sub BIEC20+2F5  call esi; LoadCursord,
llip p zub BIBCZ0+2EE call ez LoadCurzond
llip p sub BIBC20+20E  call ez ; LoadCurzond,
llip p gsub BIBCZ0+2CE  call  esi; LoadCurzond
llip p sub BIBC20+2B7Y  wcall  esi; LoadCurzond
llip p sub_D3EC20+247 call  esi; LoadCursont,
llip p sub B3ECZ20+294  cal  esi; LoadCursond
lliup p sub B3EC20+285 cal  esi;LoadCursord
lliup p sub BIEC20+278  call esi; LoadCursord,
llip p b BIEC20+2658 call ez LoadCurzond,
llip p b BIEC20+252 call ez LoadCursord,
llip p zub B3BC20+245  call ez LoadCursond,
llip p sub BIBC20+236  call  esi; LoadCurzord
llip p sub B3EC20+229 call  esi; LoadCursond
llip p sub B3EC20+21C  call  es ; LoadCurzond
lliup p sub BIEC20+20C call esi;LoadCursord
lliup p sub BIBCZ0+1FC  call esi; LoadCurzord,
llip p sub BIECZ0+1ED call  esi; LoadCurzond
llip p sub BIEC20+100  call  esi; LoadCursond,
llip p sub BIEC20+1CD call  esi; LoadCurzond
llip p sub BIBC20+1BE  call  esi; LoadCurzond
llip p sub_B3ECZ0+1AE  call esi; LoadCursont,
llip p sub _B3ECZ0+159E  call ews ; LoadCurzond
lliup p sub B3EC20+418F call  esi;LoadCursord
lliup p sub BIEC20+17F  call esi; LoadCursord,
llip p b BIEC20+16F call ez LoadCurzond,
llip p sub BIECZ0+160 call ez LoadCursord,
¥t p ¢ sub BABCZQloc 536  mowv  esi deloadCursord; jumptable 00536021 casze 0
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We see that LoadCursor is called a few times but by carefully looking we see that the
LoadCursor usage can be divided into two blocks, one is WinMain and the other one is

sub_536C20.




Let’s look at the first one in WinMain:

B8535CES loc_ 535CES: CODE XREF: WinMain{m,.®,.x,x)+3AFTj

B8535CES xor ebp, ebp

BB535CEY push FF8hAh ; 1pCursorHame
BA535CEC push ebp ; hinstance
88535CED call ds:loadCursorf

88535CF3 mou edi, ds:SetCursor |
BAS35CFD push eax ; hCursor
Ba535CFA call edi ; SetCursor

Cursor 7F8Ah equals cursor 32650 which in turn equals IDC_APPSTARTING, a default
Windows cursor and thus nothing to be interested in.

Let’s look at the second one:

88526066 loc 536D66: ; CODE XREF: sub 536C28+181T5
a5 36aD66 : DATA XREF: .text:off 5379CHJo
Bes36D66 mouy esi, ds:loadCursorfi ; jumptable B8536D21 case O
A8536D6C mou ecx, 48h

Be53a6D71 Xor Pax, eax

ae536D73 mov edi, offset dword BPAAFE

88536078 push FFBseh s 1pCursorHame

aes36D7D push ebx ; hInstance

8a536D7E rep stosd

Ap%3aD8A call esi ; LoadCursorf

a8536D82 mou duord_ B9AA78, eax

AB536D87 mou eax, hinstance

805 36D8C push G67h s lpCursorHame

B8536D8E push eax ; hInstance

B8536D8F call esi : LoadCursorf

aes36D091 mov ec¥, hInstance

aa536D97 push 6Bh ; lpCursorHame

aa536D090 push eCx ; hInstance

aa536D9A mou duord_B9AA7C, eax

A8%36D9F call esi ; LoadCursorf

LoadCursor is being called in series and each returned handle is stored in sequence (an
array). The array itself is initialized with zeroes at the beginning and is 64 (32-bit) handles
long (0x40 dwords). If you count the number of LoadCursor’s you will see that only 29
cursors are being loaded.



We clean up the code a bit, sub_536C20 is the WindowProc:

A@536C28 ; int _ stdcall sub_536C28{HWHD hWnd,int,BYTE wParam,LPARAM 1Param)

ge536Cc208
aBe536C20
ge8536Cc208
ae536C20
ae536C20
ge536c208
ge536Cc20
88536020
ge536c2e
aBe536C20
ge8536Cc208

ae536C28 |

g8536C20
ge536c208
ge536C20

sub_536C20 proc near

wrefs to sub_ 536020

I! Dire... I T..i ﬂnddressi Tent

- DATA XREF: sub 5362CB+16CTa
sub_5362C06+19FTa

oy

[ezp+ERCh+wndClazs. IpfriwndProc), offzet sub 53

o zub B3EZC0419F  mov  wWndClasz lpfriw'ndProc, offset sub BIECZ0
! ldip o sub_B3BZC0+251  mov  WndClasz Ipfrw'ndProc, offset sub R3EC20
I
I
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And we convert dword_89AA78 into an array (which I named GLOBAL_CursorArray):

BARAATE
BABAATR
BARARTC
aazoAnEAd
BAEIRABY
BASYAABSE
BASIAABC
He32AA20
BELTAADYL
BEBGAADE
BARAADC
aasoAnAa
BaEIAaAL
BASYAARS
BASYAAAC
BA8IAABA
GE39ARBYL
BEBGAABR
BABTAABC
aasoAAca
BASIAACY

GLOBAL CursorfArray dd 7

dword_89AR7C dd ?
dword_BOAARAO dd ?
dword B9AA8BYL dd ?
dword_89AA8S8 dd ?
dword_89AA8C dd ?
dword 89AAT0 dd #
dword BOAADYL dd ¢
dword 89AA98 dd ?
dword_89AA9C dd ?
dword_BOAAAO dd ?
dword BOAAAL dd ?
dword_89AAAS dd ?
dword_89AAAC dd ?
dword 89AABA dd ?
dword_ 89AABL dd #
dword 89AABS dd ?
dword S89AABC dd ?
dword_BOAACAH dd ?
dh =

4 00898675 .dataiGLOBAL Cursordrray

Array size {in elements} )

x|

Array element width: 4
td aximal pozsible zize: 65
Current array size 31
Suggested array size 1
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What kinds of cursors are being loaded? Most cursors are application—defined cursors. A few
times IDC_ARROW (7F00h) is loaded too.

Let’s use a resource editor to peek at the application—defined cursors in the UO client
executable:

Ed Resource Hacker = B __jg!ﬂ
File: Edit “iew Action’ Help
-7 leon
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As you can see (or not see), there are no cursors defined! So all handles returned by
LoadCursor will be NULL (except for IDC_ARROW). Either this is some anti-hacking trick or
this is bad programming. Considering the unprotected nature of the client I'm going for the
second option.

Cross-referencing GLOBAL_CursorArray tells us that the cursors are in fact unused (except
for WindowProc), so besides trying to load cursors nothing else is going on with them:

_Hrefs to GLOBAL _CursorArray _ e E i | Ellﬂ
Dire.. | T.. Address | Text | i
lallp FUMC windowProc+.. mov  edi, offzset GLOBAL_Cursordmay

o

Lad w o FUMC WindowProc+.. mov  GLOBAL_Cursordray, eas

lllD.. w FUNC_ WindowProc+.. mov  GLOBAL_ Cursorfray+d, eax
w o FUNC “WindowProc+.. mov  GLOBAL_Cursordrray+2, eax

FUNC *windowProc+... GLOBAL Curzortrrap+0Ch, eax
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Why is the game loading cursors that are not even defined?
Why is the game loading cursors it won't even use?



The Ultima Online Demo Client is loading cursors too as shown on this screenshot:

BO4FDBFG6 mow [ebp+UAR_Counter], @

@84FDBFD jmp short LOGAL DoCGursorinitLoop
HRYEDBEE § ==csssssssssssscnssssnssnsssssssmsRas
BOL4FDEFF

BB4FDBFF LOCAL MextCursorInitloop:

BA4YFDBFF mou ecx, [ebp+UAR_Counter]

Be4FD98Z add ecx, 1

BO4FD9B5 mov [ebp+UAR_Counter], ecx

B84FD9 B8

@84FD?088 LOCAL DoCursorinitLoop:

BALFD2 B8 cmp [ebp+UAR_Counter], 48h ; "@°
884FD2AC jge short LOCAL EndCursorInitlLoop
BA4FDYBE movu edx, [ebp+UAR_Counter]

BA4FDY11 mou GLOBAL_CursorArrayfed==4], @
BO4FDYIC jmp short LOCAL HWextCursorinitLoop
BB4FD9ME ; —— e e
BB4FD1E

@84FD?1E LOCGAL EndCursorinitLoop:
B84FD2?1E push 7FBBh

BB4FD2?23 push ]

BA4FDO25 call ds :LoafiCursora

BA4FDY2B mou GLOBAL CursorArray, eax
BB4FD238 push 67h ; "g’
BB4FD232 mov eax, GLOBAL hInstance

BO4FD937 push eax
A84FD2?38 call ds:LoadCursorf

BA4FDY3E mov GLOBAL CursorfArray+4, eax
BA4LFDY43 push 6Bh ; "R’
BA4FDILYS mou ecx, GLOBAL hInstance

Also, in the demo the cursors don't exist and are unused. Again, why is the game trying to
load non—existing cursors which it won't use, even if they would be available...?

Side Note:
There is something interesting though which teaches us a bit about the compilation process
of the demo: lack of optimization! In client 5.0.8.3 the array is initialized using “rep stosd”,
in the demo the array is initialized handle by handle. The (total) lack of compiler
optimization teaches us that the demo has been compiled without any optimization settings

This is a good thing for us, the reversers



Recently [ acquired the UO alpha client (through betaarchive) and I loaded it into IDA for
analysis. Strangely enough, the same cursor loading routine exists in this 1996 client ---:

A8423CCE loc_A423CCB: ; CODE XREF: FUNC_WindowProc+21Tj
a8423CCB mov edi, offset GLOBAL Cursorfrray
agu23Icoe xor eax, eax

agn23cD2 mow ecx, 4Bh

aeu23cD7 push fFA86h ; 1pCursorHame
ae423CcDC rep stosd

aeu23CDE push eax ; hInstance
ARLZ3ICOF mou esi, ds:LoadCursorf

B0423ICES call esi ; LoadCursorf

aB423CET push 67h ; 1pCursorHame
BO423CE? mov GLDBHL_Euerrnrray, eax
B0423CEE mou eax, hlnstance

ae423CF3 push eax ; hinstance
ALZ23CFY call esi ; LoadCursorf

B0423CF6 push 6Bh ; 1pCursorHame
ae423CF8 mov GLOBAL CursorArray+4, eax
AA4Z23CFD mou eax, hlnstance

aguz23ngz push eax ; hInstance
agnu23D083 call e5i ; LoadCursorf

ae423D a5 push 6%h ; 1pCursorHame
ae423pa7 mov GLOBAL_CursorArray+8, eax
agu23Dac mow eax, hInstance

ApL23In11 push Pax ; hInstance
agL23Int2 call esi ; LoadCursorf

aeu23Dp14 push 6Eh ; 1pCursorHame
ae423D016 mov GLOBAL CursorArray+8Ch, eax
agL23n1e nou eax, hlnstance

aeu23p2a push eax ; hinstance
apLz23n2 call esi ; LoadCursorf

NOTE: the alpha client has been compiled with optimizations enabled too (notice the usage of
“rep stosd”), this sort of makes the uodemo client very unique in terms of readability

.- with a subtle difference! The resources actually exist:

=1o]x
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There is another more than subtle difference; the loaded resources are actually being used:

Ll
lalD..

sub 426200+1 mov  eax, GLOBAL_Cursordray
sub_426C10+41 mov  eax, GLOBAL_Cursordray

sub A1ICABO+8A moyv  eaw, [GLOBAL Cursordrray-+d][
FUMC WwindowProc+.. mov  GLOBAL Cursorfuray+d, eas
FUMC ‘windowProc+.. mov  GLOBAL Cursordrray+8, eax

_xrefs to GLOBAL _CursorArray =B =10l x|

Dite.. | T.. Address | Test I i
wip o sub 409130414 mov  eck, GLOBAL_Cursorduray
lliop o sub 409160+56 mov  eds, GLOBAL. Cursortray
lwdlp o sub_ 40440041 mov  eax GLOBAL_Cursordray
wlip o sub_408420+1 mov  eax, GLOBAL_Cursordrray
wup o zub_40B530+1 mov  ead GLOBAL_Cursordray
llip o sub_40C380+1 mov  eax GLOBAL_Cursordray
g o sub 40C340+1  mov  eaw, GLOBAL Cursordrray
wlp o sub_40DT1ED+T  miov  eaw, GLOBAL Cursordrray
lliup o sub_ 4137004166 mov  eax, GLOBAL_Cursorturay
wdip o sub_ A1BARD+T  mov  eawx. GLOBAL Curzordrray
llip o sub_A1BEBO+T  mov  eaw, GLOBAL Cursordrray
wip 1 sub_ ATFDCO+T  mov  eaw, GLOBAL Curzordrray
lUp o FUNC WindowProcl.. mov  edi offset GLOB&L Cursordray
[l w o FUMC MWindowProc+.. mov  GLOBAL Curzordray, eax

|

I

|

W

W

W

FUMC ‘wWindowProc+... mov  GLOBAL Curszorbray+0Ch, eax
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During the UO:Renaissance period a GOD client was leaked. This GOD client (2.0.8n) also

loads the cursors and just like

the alpha client uses them:

Be64D378 mov [ebp+UAR_Counter], 8
8864D37F jmp short LOCAL DolnitLoop
aB64Db3 81
808640381 LOCAL HextInitloop: ; CODE XREF: FUMC WindowProc+3CELj
8864D381 mov ecx, [ebp+UAR _Counter]
aa64D3IBY add ecx, 1
ae64D 387 mou [ebp+UAR_Counter], ecx
Ba64D3IBA
8864D38A LOCAL Dolnitloop: ; CODE XREF: FUNC_WindowProc+3AFTj
88640 38A cmp [ebp+UAR_Counter], &L8h
88640 38E jge short LOCAL EndInitloop
8864D3208 mov edx, [ebp+UAR Counter]
8864D393 mov GLOBAL Cursorfrray[edx=4], 8
@864D39E jmp short LOCAL MextInitLoop
BB6euD3IAd ;
aas4D3IA B
8864D3AB LOCAL EndInitLoop: ; CODE XREF: FUNC_WindowProc+3BETj
88640 3R A push FFAa8n : lpCursorHame
aB64D3nAs push a ; hinstance
a8o4D3In’? call ds:loadCursorf
8864D3AD mov GLOBAL CursorfArray, eax
8864D3B2 push 67h ; 1pCursorHame
aB64Db3BY mou eax, GLOBAL hInstance
ap64D3B9 push eax : hInstance
Ba64D3IBA call ds:LoadCursorA
ae64D3CH moy GLOBAL_CursorArray+4, eax
88640 3CE push 6Bh ; lpCursorHame
aBoub3cy mou ec¥, GLOBAL hInstance
aa64uD3IcD push BCX ; hlnstance
aA64DICE call ds:LoadCursornf
_wrefs to GLOBAL_Cursorfrray . L |E||ﬂ
Dire... | T.. Address | Test §
wup 1 sub 409130414 mov  eck. GLOBAL_Cursordmay
wup o« aub 409160496 mov  eds GLOBAL Cursarfrray
Wup 1 aub 40040047 mov  eax, GLOBAL_ Cursondray
ldup r sub A08420+1 mov  eas GLOBAL_Cursordaray
wup s sub_40BRI0+1  mov  eas, GLOBAL_Cursondray
ldup 1 sub 40C380+7  mov  eax, GLOBAL Cursordaray
wup o« sub 40C3A0+1  mov  eax, GLOBAL Cursorfray
wup r sub 40DTEQ+T  mov  eaw, GLOBAL Curzorburay
up o sub_ 413700+166  mov  eax, GLOBAL_Cursordiray
wup r sub_41BARO+T  mov  eax, GLOBAL Cursonfuray
Wup 1 sub 41BERO+T mov  eaw, GLOBAL_ Cursordrray
oo« sub 4TFDCO+1  mov  eax, GLOBAL Cursorfray
WD o FUNC WindowProcl.. mov  edi, offset GLOB&L Cursortaray
(D w FUNC_ WindowProc+.. mov  GLOBAL_Cursoréniay, eax
o o« sub_ 42620041 mov  eax, GLOBAL_Cursonduray
o o sub 42ECT0+1  mov  eax, GLOBAL Cursordaray
|43 r sub_41C4B0+8A eax, [GLOBAL_Cursarbrrap+d|[eax74]
D w FUNC WindowProc+.. mov  GLOBAL Cursorémay+d, eax
WD w FUNC_WindowProc+.. mov  GLOBAL_Cursordmay+, eay
D w  FUNC WindowProc+.. mov  GLOBAL Cursorfmay+0Ch, eax
(] I Cancel Help Search
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Why is the game loading cursors that are not even defined?
Why is the game loading cursors it won't even use?

Let’s review the time—frame:

1996 Alpha Client Working Cursors
1998 UO Demo Cursor Leftovers
2000 GOD Client Working Cursors
2007 Client 5.0.8.3 Cursor Leftovers

The cursor loading in the 2007 client is clearly a leftover from the 1996 alpha client. The fact
that the GOD client of the year 2000 is using the cursors makes me believe that the cursors
from the alpha client are still being used by OSI for their modern GOD clients up to at least
2007 and probably even beyond.

The cursor loading routines should not be compiled in their public build of the client. This in
my point of view an error, but not a fatal one.



